MARKETING PRIVACY NOTICE
Thank you for agreeing to take part in our marketing activities/events. Some of the information we
will collect and use during the course of these activities will be personal data.
Newton Europe Limited is a “data controller”. This means that we decide how we hold and use the
personal information we collect about you.
We think that it is important to be transparent about how we collect and use your personal data and
are committed to protecting the privacy and security of the information we hold about you. This
privacy notice provides more information about how we do this and provides you with certain
information that must be provided under the UK General Data Protection Regulation (UK GDPR).
This notice applies to everyone who participates in Newton marketing activities, including attending
events, filming, testimonials, case studies, quotes and similar activities.
If you have further questions about this notice, or about data protection or the security of your data,
please contact Rachel Lenik (Rachel.Lenik@newtoneurope.com) or Greig Harper
(Greig.Harper@newtoneurope.com).
DATA PROTECTION PRINCIPLES
We will comply with data protection law and principles, which means that your data will be:
•

used lawfully, fairly and in a transparent way;

•

collected only for valid purposes that we have clearly explained to you and not used in any way
that is incompatible with those purposes;

•

relevant to the purposes we have told you about and limited only to those purposes;

•

accurate and kept up to date;

•

kept only as long as necessary for the purposes we have told you about; and

•

kept securely.
WHAT PERSONAL DATA DO WE COLLECT?

We may collect, store and use a range of personal data about you. This may include any of the
following:
•

personal and work contact details, such as name, title, addresses, telephone numbers and email
addresses;

•

gender;

•

photographs or videos;

•

current employment details (including job titles and work history);

We may also collect, store and use the following “special categories” of more sensitive personal
information:
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•

information about your race or ethnicity
HOW IS YOUR PERSONAL DATA COLLECTED?

We collect personal information about candidates in a variety of ways. For example, from:
•

you directly. For example, when you participate in one of our events or contribute content to a
case study;

•

forms or other correspondence provided by you (including emails or forms we may ask you to
complete).

We may also collect personal data about you from third parties, such as publicly accessible data from
third parties, including LinkedIn and Facebook.
Data is stored in our IT systems (including our email system).
WHY DO WE NEED TO PROCESS YOUR PERSONAL DATA?
We collect, store and use personal data about you to pursue legitimate interests of our own, or
those of third parties. When we do this, we always make sure that your fundamental interests and
rights do not override those interests.
The examples given below do not form an exhaustive list of purposes for which your personal data will
be processed, and we reserve the right to add to them at any time.
SITUATIONS IN WHICH WE USE YOUR PERSONAL DATA
The situations in which we will process your personal data are listed below:
To pursue legitimate interests of our own, or those of third parties, including:
•

to run our marketing events and communicate with you about such events;

•

to promote Newton to existing and potential clients by providing information about the work
that we do, including information about current and previous projects; and

•

to promote Newton to potential candidates by providing information about what it is like to work
with Newton.
WHO HAS ACCESS TO YOUR PERSONAL DATA?

Your information will be shared internally, this may include it being shared with your Newton point of
contact, marketing, recruitment, finance and IT staff, in each case if and where access to the data is
necessary for performance of their roles.
We may also share your personal data externally with third parties where required by law or where we
have another legitimate interest in doing so. For example, we may share your personal data with third
parties in order to:
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•

run and administer our marketing events. For example, our virtual event platform provider,
Virtual iVent Limited;

•

produce and edit promotional videos;

•

produce promotional materials, including flyers, case studies and social media posts; and

•

obtain professional advice on our marketing and/or PR strategy.

Where we share your personal data with third parties, we require that they respect the security of your
data and treat it in accordance with the law. We do not allow our third-party service providers to use
your personal data for their own purposes. We only permit them to process your personal data for
specified purposes and in accordance with our instructions.
Your data may be transferred to countries outside the UK. Where personal data is transferred outside
the UK, we require that appropriate safeguards are in place.
HOW DO WE PROTECT YOUR PERSONAL DATA?
We have put in place measures to protect the security of your information. Details of these measures
are available upon request.
We have also put in place appropriate security measures to prevent your personal data from being
accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, we limit
access to your personal data to those employees, agents, contractors and other third parties who have
a business need to know. They will only process your personal data on our instructions and they are
subject to a duty of confidentiality.
We have put in place procedures to deal with any suspected data security breach and will notify you
and any applicable regulator of a suspected breach where we are legally required to do so.
Where we engage third parties to process personal data on our behalf, they do so on the basis of
written instructions, are under a duty of confidentiality and are obliged to implement appropriate
technical and organisational measures to ensure the security of data.
FOR HOW LONG DO WE KEEP YOUR PERSONAL DATA?
We will only retain your personal data for as long as necessary to fulfil the purposes we collected it for,
including for the purposes of satisfying any legal, accounting, or reporting requirements. After this
period, we will securely destroy your personal information in accordance with applicable laws.
In some circumstances we may anonymise your personal data so that it can no longer be associated
with you, in which case we may use such information without further notice to you.
WHAT ARE YOUR RIGHTS?
Under certain circumstances, by law you have the right to:
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•

Request access to your personal information (commonly known as a "data subject access
request"). This enables you to receive a copy of the personal information we hold about you and
to check that we are lawfully processing it;

•

Request correction of the personal information that we hold about you. This enables you to
have any incomplete or inaccurate information we hold about you corrected;

•

Request erasure of your personal information. This enables you to ask us to delete or remove
personal information where there is no good reason for us continuing to process it. You also
have the right to ask us to delete or remove your personal information where you have exercised
your right to object to processing (see below);

•

Object to processing of your personal information where we are relying on a legitimate interest
(or those of a third party) and there is something about your particular situation which makes
you want to object to processing on this ground. You also have the right to object where we are
processing your personal information for direct marketing purposes;

•

Request the restriction of processing of your personal information. This enables you to ask
us to suspend the processing of personal information about you, for example if you want us to
establish its accuracy or the reason for processing it; and

•

Request the transfer of your personal information to another party.

If you want to review, verify, correct or request erasure of your personal information, object to the
processing of your personal data, or request that we transfer a copy of your personal information to
another party, please contact us at info@newtoneurope.com.
You will not have to pay a fee to access your personal information (or to exercise any of the other
rights). However, we may charge a reasonable fee if your request for access is clearly unfounded or
excessive. Alternatively, we may refuse to comply with the request in such circumstances.
If you believe that we have not complied with your data protection rights, you can complain to the
Information Commissioner.
We may need to request specific information from you to help us confirm your identity and ensure
your right to access the information (or to exercise any of your other rights). This is another appropriate
security measure to ensure that personal data is not disclosed to any person who has no right to
receive it.
AUTOMATED DECISION-MAKING
Automated decision-making takes place when an electronic system uses personal information to
make a decision without human intervention.
We do not envisage that any decisions will be taken about you using automated means, however we
will notify you in writing if this position changes.
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CHANGES TO THIS PRIVACY NOTICE
We reserve the right to update this privacy notice at any time, and we will provide you with a new
privacy notice when we make any substantial updates. We may also notify you in other ways from time
to time about the processing of your personal data.
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